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Bezbednosni zahtevi iz domena za industrijska postrojenja i sisteme se stalno razvijaju, pose-
bno kada je u pitanju kriticna infrastruktura (CI). Ovakvi zahtevi imaju znacajan uticaj na sve aspekte
inZenjerskih radova, od projektovanja do odrzavanja. U radu se analiziraju odabrane teme vezane
za bezbednosna pitanja koja inzenjeri ukljuceni u sve oblasti rada u okviru procesne industrije
moraju uzeti u obzir. Poseban akcenat je stavljen na eksploataciju i odrZzavanje procesnih postrojenja
i sistema. Takode, objasnjena je neophodnost poboljsanog pristupa proucavanju uticaja na zZivotnu
sredinu, uz realne procene rizika i potencijalnog uticaja u slucaju udesa. Navedeni primeri ilustruju
moguci ishod u slucaju teroristickih napada ili kvarova sistema za preradu otpadnih voda. Na osnovu
analiziranih studija slucaja, razmatraju se neophodne pripremne aktivnosti koje zahtevaju doprinos
i/ili ukljucivanje inzenjera za rukovanje incidentima. Takode je razmatrana i povezanost navedenih
aktivnosti u odnosu na zakone i preporuke o zastiti kriticne infrastrukture i otpornosti u EU.

Security requirements for industrial plants and systems are constantly evolving, in particular
when Critical Infrastructure (CI) is in question. Such requirements have a significant impact on all
aspects of engineering work, from design to maintenance. The paper analysis selected topics related
to security issues that have to be taken into consideration by engineers involved in process industry
domain. Particular emphasize is placed to operation and maintenance of process plants and systems.
Also, the necessity for enhanced approach to environmental impact study is explained, with realistic
estimates of risks and potential impact in case of accident. The examples provided illustrate the pos-
sible outcome in case of terrorist attacks or failures of wastewater systems. Based on the analyzed
case studies, necessary preparatory activities are discussed which require the input and/or involve-
ment of engineers for handling incidents. Listed activities are further related to Critical Infrastructure
Protection & Resilience legislations and recommendations in EU.
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1. Introduction

Industrial plants and systems, particularly those belonging to Critical Infrastructure (CI) cate-
gory, face a constantly evolving threat landscape that demands increasingly robust and adaptive secu-
rity measures. The term and idea of Critical Infrastructure Protection (CIP) has to do with the prepar-
edness and response to serious incidents that might influence the operation of CI. The interrelation and
the convergence of Information Technology (IT) and Operational Technology (OT) areas, coupled
with the rise of sophisticated cyber threats and evolving regulatory frameworks, induce a necessity for
a paradigm shift in how security is conceived and implemented within these vital environments. [1]
Taking into consideration the importance of OT in process industry, this paper will explore the key
drivers behind these evolving security requirements, the unique challenges inherent in securing indus-
trial environments, their influence on engineering tasks and the critical considerations for incorporat-
ing resilient and future-proof security architectures in both new and existing industrial plants.

Historically, OT environments, encompassing control systems, industrial machinery, and pro-
cess automation, operated in relative isolation from enterprise IT networks. This "security by obscu-
rity" provided a degree of inherent protection. However, the increasing demand for data-driven in-
sights, remote monitoring and control, and seamless integration across the enterprise has led to a
significant convergence of IT and OT. [2]

This convergence, while offering numerous operational and economic benefits, has also dra-
matically expanded the area for potential attacks. Previously isolated OT systems become potentially
exposed to the same cyber threats that endanger IT networks, including malware, ransomware, and
advanced persistent threats (APTs). Furthermore, the long lifecycles of OT equipment, often decades,
mean that many legacy systems were not designed with modern cybersecurity in mind, creating vul-
nerabilities that are difficult and costly to remediate. [3]

2. Security requirements for industrial plants and systems

2.1. The escalating threat base: sophistication and motivation

The nature and sophistication of cyber threats targeting industrial environments are constantly
escalating. Nation-state actors, cybercriminal groups, and even insider threats pose significant risks.
Their motivations range from financial gain and intellectual property theft to geopolitical sabotage
and the disruption of essential services.

On top of that, growing demands and complexity of systems serving the modern society are
also raising the possibility of industrial accidents. Risk estimates are usually using terms like “prob-
ability” or the level of vulnerability, but if the failure happens in process industry CI segments, how-
ever unlikely, it might have disastrous consequences.

Recent years have witnessed a surge in targeted attacks on industrial control systems (ICS),
leveraging vulnerabilities in both hardware and software. These attacks are becoming increasingly
sophisticated, employing techniques tailored to the unique characteristics of OT protocols and equip-
ment. The potential consequences of successful attacks on CI are severe, ranging from environmental
disasters and economic disruption to loss of life. This heightened threat landscape necessitates a pro-
active and adaptive security posture that goes beyond traditional IT security measures. [4]

2.2. Regulatory and compliance drivers: a patchwork of requirements

Governments and regulatory bodies worldwide are increasingly recognizing the critical im-
portance of securing industrial plants and systems, particularly CI. [5] This has led to the development
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and implementation of various cybersecurity regulations, standards, and guidelines. Examples in-
clude the NIS Directive in the European Union, sector-specific regulations in the United States (e.g.,
for energy and water), and national cybersecurity strategies in numerous countries.

These regulatory frameworks often mandate specific security controls, risk assessment meth-
odologies, incident reporting requirements, and compliance audits. The evolving nature of the threat
landscape and the increasing interconnectedness of industrial systems mean that these regulations are
also constantly being updated and expanded. Organizations operating within these sectors must nav-
igate a complex and often fragmented landscape of compliance obligations, requiring continuous
monitoring and adaptation of their security practices.

2.3. Unique challenges in securing industrial environments

Securing industrial plants and systems, including process industry, presents a unique set of

challenges that differ significantly from traditional IT security:

— System Availability and Reliability: The primary concern in OT environments is often the
continuous and reliable operation of critical processes. Security measures must not compro-
mise system availability or safety. Downtime can have severe consequences, leading to pro-
duction losses, safety incidents, and even environmental damage.

— Legacy Systems and Protocols: Industrial environments often rely on legacy systems and
proprietary communication protocols that were not designed with security in mind. Patching
and updating these systems can be complex, costly, and may introduce compatibility issues.

— Real-Time Operational Requirements: Many industrial processes have strict real-time re-
quirements. Security solutions must be able to operate without introducing significant la-
tency or impacting the performance of control systems.

— Specialized Skills and Knowledge: Securing OT environments requires a specialized skillset
that combines knowledge of both IT security principles and industrial control systems, pro-
tocols, and operational practices. Bridging the gap between IT and OT security teams is
crucial but often challenging. [6]

—  Physical Security Integration: Cybersecurity in industrial environments cannot be viewed
in isolation from physical security. Protecting physical access to control systems and critical
infrastructure is an essential component of a comprehensive security strategy.

— Safety Instrumented Systems (SIS): These critical safety systems are designed to prevent
hazardous events. Security measures must ensure the integrity and availability of SIS and
prevent any cyberattacks from compromising their functionality. [7]

2.4. Key Considerations for Evolving Security Requirements

Addressing the evolving security requirements for industrial plants and systems, especially CI,

demands a holistic and risk-based approach. Key considerations might include:

— Comprehensive Risk Assessment: Organizations must conduct thorough and ongoing risk
assessments that consider both cyber and physical threats, vulnerabilities in IT and OT sys-
tems, and the potential impact of security incidents on safety, operations, and the environ-
ment.

— Segmentation and Network Architecture: Implementing robust network segmentation to
isolate critical OT networks from enterprise IT networks and external connections is para-
mount. Employing firewalls, intrusion detection/prevention systems (IDS/IPS), and secure
remote access solutions are essential. [8]
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— Identity and Access Management (IAM): Implementing strong IAM policies and controls,
including multi-factor authentication and role-based access control, is crucial to prevent
unauthorized access to critical systems and data.

—  Security Monitoring and Incident Response: Continuous monitoring of both IT and OT en-
vironments for suspicious activity is essential for early detection and response to security
incidents. Developing and regularly testing incident response plans tailored to the unique
characteristics of industrial environments is critical.

— Patch Management and Vulnerability Management: Establishing robust patch management
processes for both IT and OT systems, while carefully considering the potential impact on
system availability, is necessary to address known vulnerabilities. Proactive vulnerability
scanning and assessment are also crucial.

—  Security Awareness and Training: Educating employees and contractors on cybersecurity
threats and best practices specific to industrial environments is a vital layer of defense. This
includes raising awareness of social engineering attacks, insider threats, and the importance
of following security procedures.

— Collaboration and Information Sharing: Sharing threat intelligence and best practices
within and across industrial sectors is crucial for enhancing collective security. Collabora-
tion between IT and OT security teams within organizations is also essential.

—  Supply Chain Security: Recognizing and mitigating the security risks associated with third-
party vendors and suppliers who have access to industrial systems or data is increasingly
important.

— Resilience and Recovery: Building resilient systems and developing comprehensive disaster
recovery plans are essential to ensure business continuity in the event of a successful
cyberattack or other disruptive event.

Due to the broad area of operation of various industrial CI and segments of societies influenced
by proper functioning of those systems, the number of potential threats is very large. Therefore is
very difficult to prepare and organize response at the appropriate level for adequate operation of CI
under any circumstances. Hence, as indicated previously, the term and idea of the Critical Infrastruc-
ture Resilience (CIR) has emerged to cover for the unexpected in the area of CI security, as a com-
plementary activity to CIP. [9]

3. Environmental Impact Study

Every engineering solution must be realized with respect for good business practices and busi-
ness ethics. Interrelationships between entities participating in the complex process of realizing an
engineering solution, from the design/construction phase to the exploitation phase, are regulated by a
series of requirements (rules) that must be followed. These requirements can be divided into three
groups [10]:

— General requirements that regulate the competences of individual legal entities that partici-
pate in the design and construction of facilities, construction, manufacture and installation
of equipment

— Technical requirements that ensure the functional reliability of the installed equipment and
determine the procedures for the construction, manufacture, assembly and exploitation of
the equipment

— Requirements related to the safety of personnel and the environment during the exploitation
of the equipment
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Plants and equipment must be built and manufactured in accordance with the requirements of
local laws, ordinances, technical regulations (normative acts), standards and recommendations. As
part of the complete project documentation in the field of process industry, standard projects are
foreseen that deal with the basic function of the plant, and in addition to which the production of [10]:

— Studies on environmental impact assessment, which according to the regulations is a docu-

ment that analyzes and evaluates the state of the environment at a specific location, foresees
the direct and indirect harmful effects of the projected plant on environmental factors, and
within which measures are prescribed to prevent, reduce and eliminate harmful effects on
the environment and human health

Unfortunately, the environmental impact analysis is quite often restricted to standard operating
issues and minor system failures. Examples that follow illustrate the need for an enhanced approach
to environmental impact study, which would calculate vulnerability, hazard and risk at several levels
of failure of industrial plants and systems, up to the worst-case scenario. Proper application of CIP
and CIR measures depends directly on correct and complete understanding of the level and extent of
the impact of an industrial accident or attack.

4. Terrorist Attacks on Wastewater Systems - Illustrations

Waste water treatment systems and plants (WWTS and WWTPs) are an integral part of the
water sector [11]:

— Developed countries identify Water (and all its subsystems, including wastewater treat-
ment) as a Critical Infrastructure (CI).

— As Critical Infrastructures their protection is very important.

— Running process control systems under outdated operating systems or specifically accessing
them via the internet are significant risks.

— Untreated wastewater spills are potentially dangerous, and can have serious public health
and environmental effects.

— Threats to wastewater treatment systems are real. Increasing adequate protection of the sites,
both physically and in cyberspace, remains essential.

Related research was performed with the topic: “Can and have wastewater treatment systems

been the target of deliberate attacks (possibly terrorist attacks)?”” Main elements [11]:
— 2023 - The appearance of the research topic at Obuda University
— Research on this topic for more than twelve months (Database analysis, review of relevant
publications)
— During the research no specific publications on this topic were found.
— The authors of the research first publication presenting the results was published in February
2025. Wastewater treatment systems and terrorism, Water Security 24 (2025) 100187,
https://www.sciencedirect.com/science/article/abs/pii/S246831242500001X
— The aim was to raise attention about this topic for further research and discussion.
Only the summary of results of the previously mentioned research is mentioned in this paper.
The conducted research was multidisciplinary and comprehensive, and at the level that is beyond the
scope of this paper (see [14], [15], [16] and [17]).

General conclusion was that the most vulnerable element of WWTS/WWTPs in cyberspace are
SCADA systems!
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4.1. Possible Outcome of a Deliberate Attack - Case Studyl

Warsaw WWTP experienced multiple failures in August 2019 and August-September 2020.
These failures resulted in the discharge of 4.8 million m® of untreated wastewater directly into the
Vistula River. Water quality sampling was conducted, revealing a significant deterioration in water
quality extending over 400 km from the accident site, as presented in the illustrative diagram [11].
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Figure 1. lllustrative diagram of a wastewater spill [12]

4.2. Possible Qutcome of a Deliberate Attack - Case Study2

Budapest's wastewater is treated at 3 treatment plants, which treat a total of 465,000 m3 of
wastewater per day. Utilizing the data from the Case Study 1, it was possible to perform the extrapo-
lation. The Czajka treatment plant in Warsaw treats 435,000 m3 of wastewater per day, which makes
the two capitals, Warsaw and Budapest, comparable. As the volumes are similar, in the event of a
similar accident or deliberate damage, the raw sewage spillage could cross the border and endanger

the neighbouring country (Serbia) [11].
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The results of analysis show that the threats to WWT systems are real and that they could be
targets for terrorist attacks. Untreated sewage cause serious public health and environmental effects.
The increasing number of cyber incidents demonstrates the need to strengthen the cyber protection of
wastewater treatment plant process control systems. The two threats should not be treated separately,
and the perpetrators can greatly increase their effectiveness by attacking both spaces at the same time.
A disaster caused by a sewage spill can spread to another country, as this case study shows [11].

5. Security Issues that Demand Engineering Attention

Cybersecurity of Industrial Control Systems (ICS): This is paramount. Engineers must design
and maintain systems resilient against malware, ransomware, and targeted attacks. This includes im-
plementing robust firewalls, intrusion detection systems, and secure remote access protocols specifi-
cally tailored for OT environments. Patch management can be tricky in OT, given uptime require-
ments, so risk-based approaches are essential.

Improving the resilience of critical infrastructure may require strengthening of parts of equip-
ment, increasing the capacity of certain segments, introduction of parallel systems, etc. in order to
reduce the impact of an incident or enable a faster return to working condition. In addition to careful
planning and additional analysis during design, this directly increases the investment costs of the
plant without enhancing the production capacity. [9]

Compliance and Regulatory Requirements: The process industry is often subject to specific
security regulations and standards. Engineers need to stay informed and design systems that meet
these requirements.

It is important to emphasize that even within the EU it is not defined who bears the costs of CIP
and CIR measures. Therefore, in the economic analysis of investments in the domain of the process
industry CIP and CIR measures should be taken into account and, possibly, those unprofitable ele-
ments of the investment should be presented separately. [9]

6. Conclusion

The security requirements for industrial plants and systems, including process industry seg-
ments, will continue to evolve in response to the ever-changing threat landscape and technological
advancements. A proactive, adaptive, and collaborative approach is essential for building a resilient
future for these critical environments. This requires a commitment to continuous improvement, on-
going investment in security technologies and expertise, and a deep understanding of the unique chal-
lenges and priorities of the industrial sector. By embracing a security-first mindset and fostering a
culture of security awareness, organizations can effectively mitigate risks and ensure the safety, reli-
ability, and integrity of their vital industrial operations. [13]

In that sense, process industry engineers need a holistic approach to security, considering both
cyber and physical realms, and understanding the unique challenges and critical nature of their oper-
ational environments. It's about building layers of defense and fostering a strong security culture,
whilst still following all requirements of engineering profession.
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